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Client 

• Find a server 

• Observe remote resources 

• Get a data from the server 

• Control a remote resource(CRUD) 
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         const char *type, 
         connectivity_observe_resource_cb cb,  
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Client 
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Client 
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src/connectivity.c 

position-finder-client 

int connectivity_observe_resource(const char *type, connectivity_observe_resource_cb cb, void *user_data) 
{ 
    iotcon_query_h query = NULL; 
 
    … 
 
    ret = iotcon_query_create(&query); 
 
    ret = iotcon_query_set_resource_type(query, type); 

 
    ret = iotcon_find_resource(IOTCON_MULTICAST_ADDRESS, 
            IOTCON_CONNECTIVITY_IP | IOTCON_CONNECTIVITY_PREFER_UDP, 
            query, 
            _found_resource_cb, 
            cb_info); 
 
    iotcon_query_destroy(query); 
 
    return 0; 
} 



Find a server 



1. query 

Server Client 

2. iotcon_find_resource() with query 

3. iotcon_found_resource_cb  

Find a server 



int  iotcon_query_create (iotcon_query_h *query) 
int  iotcon_query_destroy (iotcon_query_h query)  
 
int  iotcon_query_get_resource_type (iotcon_query_h query, char **resource_type)  
int  iotcon_query_get_interface (iotcon_query_h query, char **resource_iface)  
int  iotcon_query_set_resource_type (iotcon_query_h query, const char *resource_type)  
int  iotcon_query_set_interface (iotcon_query_h query, const char *resource_iface)  
 
int  iotcon_query_add (iotcon_query_h query, const char *key, const char *value)  
int  iotcon_query_remove (iotcon_query_h query, const char *key)  
int  iotcon_query_lookup (iotcon_query_h query, const char *key, char **data)  
 
int  iotcon_query_foreach (iotcon_query_h query, iotcon_query_foreach_cb cb, void *user_data)   

https://goo.gl/h59kWH 

QUERY 

https://goo.gl/h59kWH


int  iotcon_find_resource (const char *host_address, 
            int connectivity_type, 
            iotcon_query_h query, 
            iotcon_found_resource_cb cb, 
            void *user_data)  
 

 
typedef bool(*  iotcon_found_resource_cb )(iotcon_remote_resource_h resource,  

             iotcon_error_e result, 
             void *user_data)  

https://goo.gl/4dYfbY 

Find a resource 

IOTCON_CONNECTIVITY_ALL Indicates all connectivities  

IOTCON_CONNECTIVITY_IP  Indicates Internet Protocol connectivity  

IOTCON_CONNECTIVITY_PREFER_UDP  It is related to IOTCON_CONNECTIVITY_IP, and it indicates UDP is preferred  

IOTCON_CONNECTIVITY_PREFER_TCP  It is related to IOTCON_CONNECTIVITY_IP, and it indicates TCP is preferred  

IOTCON_CONNECTIVITY_IPV4_ONLY  When this bit is set with IOTCON_CONNECTIVITY_IP, resources are discovered for IPv4  

IOTCON_CONNECTIVITY_IPV6_ONLY  When this bit is set with IOTCON_CONNECTIVITY_IP, resources are discovered for IPv6  

https://goo.gl/4dYfbY


int connectivity_set_resource(const char *uri_path, const char *type, 
connectivity_resource_s **out_resource_info) 
{ 
    … 
    iotcon_resource_interfaces_h ifaces = NULL; 
    … 
     
    ret = iotcon_resource_interfaces_add(ifaces, 
 IOTCON_INTERFACE_DEFAULT); 
    goto_if(IOTCON_ERROR_NONE != ret, error); 
 
    ret = iotcon_resource_interfaces_add(ifaces, 
 IOTCON_INTERFACE_BATCH); 
    goto_if(IOTCON_ERROR_NONE != ret, error); 
 
    … 
 
    ret = iotcon_resource_create(uri_path, 
            resource_types, 
            ifaces, 
            policies, 
            _request_resource_handler, 
            resource_info, 
            &resource_info->res); 
    goto_if(IOTCON_ERROR_NONE != ret, error); 
    … 
} 
 

int connectivity_observe_resource(connectivity_observe_resource_cb cb, 
void *user_data) 
{ 
    … 
     ret = iotcon_find_resource(IOTCON_MULTICAST_ADDRESS, 
            IOTCON_CONNECTIVITY_IP | 
 IOTCON_CONNECTIVITY_PREFER_UDP, 
            query, 
            _found_resource_cb, 
            cb_info); 
    goto_if(IOTCON_ERROR_NONE != ret, error); 
    … 
} 
 
static bool _found_resource_cb(iotcon_remote_resource_h resource, 
iotcon_error_e result, void *user_data) 
{ 
    … 
    iotcon_resource_interfaces_h resource_interfaces; 
    … 
    ret = iotcon_remote_resource_get_interfaces(resource, 
&resource_interfaces); 
    retv_if(IOTCON_ERROR_NONE != ret, -1); 
 
    ret = iotcon_resource_interfaces_foreach(resource_interfaces, 
_get_res_iface_cb, uri_path); 
    retv_if(IOTCON_ERROR_NONE != ret, -1); 
} 

server client 



Observe remote resources 



Server Client 

iotcon_remote_resource_observe_register() 

iotcon_remote_resource_observe_cb 

Observe remote resources 



int  iotcon_remote_resource_observe_register (iotcon_remote_resource_h resource, 
                iotcon_observe_policy_e observe_policy,  
                iotcon_query_h query,  
                iotcon_remote_resource_observe_cb cb,  
                void *user_data) 

 
 
int  iotcon_remote_resource_observe_deregister (iotcon_remote_resource_h resource)  

https://goo.gl/8HjgKf 

Observe remote resources 

IOTCON_OBSERVE_IGNORE_OUT_OF_ORDER Indicates observation request for most up-to-date notifications only  

IOTCON_OBSERVE_ACCEPT_OUT_OF_ORDER Indicates observation request for all notifications including state notifications  

https://goo.gl/8HjgKf


int connectivity_set_resource(const char *uri_path, const char *type, 
connectivity_resource_s **out_resource_info) 
{ 
    … 
    iotcon_resource_create(uri_path, 

            resource_types, ifaces, policies, _request_resource_handler, 
            resource_info, &resource_info->res); 
    … 
} 
 

static void _request_resource_handler(iotcon_resource_h resource, iotcon_request_h 
request, void *user_data) 
{ 
    iotcon_request_get_observe_type(request, &observe_type); 
    if (IOTCON_OBSERVE_REGISTER == observe_type) { 

        iotcon_request_get_observe_id(request, &observe_id); 
        iotcon_observers_add(observers, observe_id); 
    } else if (IOTCON_OBSERVE_DEREGISTER == observe_type) { 
        iotcon_request_get_observe_id(request, &observe_id); 
        iotcon_observers_remove(observers, observe_id); 

    }    
 
    return 0; 
} 

int connectivity_observe_resource(… , connectivity_observe_resource_cb cb, …) 
{ 
    … 
    ret = iotcon_find_resource(IOTCON_MULTICAST_ADDRESS, 
            IOTCON_CONNECTIVITY_IP | IOTCON_CONNECTIVITY_PREFER_UDP, 
            query, 
            _found_resource_cb, 
            cb_info); 
    … 
} 
static bool _found_resource_cb(…) 
{ 
    … 
    iotcon_remote_resource_observe_register(info->resource, 
            IOTCON_OBSERVE_IGNORE_OUT_OF_ORDER, 
            NULL, 
            _observe_cb, 
            info); 
    … 
} 
static void _observe_cb(iotcon_remote_resource_h resource, iotcon_error_e err, int 
sequence_number, iotcon_response_h response, void *user_data) 
{ 
    … 
    iotcon_response_get_result(response, &response_result); 
    if (IOTCON_RESPONSE_OK != response_result) { 
        _E("_on_response_observe Response error(%d)", response_result); 
        return; 
    } 
 
    iotcon_response_get_representation(response, &repr); 
    iotcon_representation_get_attributes(repr, &attributes); 

    iotcon_attributes_get_bool(attributes, "opened", &opened); 
 
    resource_info->cb_info->cb(resource_info, (void *)(int) opened, resource_info-
>cb_info->user_data); 
} 

server server client 



Get a data from the server 



int connectivity_observe_resource( 
         const char *type, 
         connectivity_observe_resource_cb cb,  
         void *user_data); Client 



int connectivity_resource_pop_int( 
         connectivity_resource_s *resource_info, 
         const char *key,  
         int *value) 

Client 

int connectivity_resource_pop_double( 
         connectivity_resource_s *resource_info, 
         const char *key, 
         double *value) 

int connectivity_resource_pop_string( 
         connectivity_resource_s *resource_info, 
         const char *key, 
         char **value) 



Control a remote resouce 



Server Client 

CRUD(request) 

CRUD remote resources 



int iotcon_remote_resource_post (iotcon_remote_resource_h resource,  
                  iotcon_representation_h repr, iotcon_query_h query,  
                  iotcon_remote_resource_response_cb cb,  
                  void *user_data) 

 
 
int iotcon_remote_resource_get (iotcon_remote_resource_h resource,  
                      iotcon_query_h query, void *user_data) 
 
 
int iotcon_remote_resource_put (iotcon_remote_resource_h resource,  

                 iotcon_representation_h repr, iotcon_query_h query,  
                 iotcon_remote_resource_response_cb cb, void *user_data) 

 
 
int iotcon_remote_resource_delete (iotcon_remote_resource_h resource, 
              iotcon_remote_resource_response_cb cb, void *user_data) 

https://goo.gl/8HjgKf 

CRUD remote resources 

Create 

Read 

Update 

Delete 

https://goo.gl/8HjgKf


Server Client 

CRUD(request) 

Response 

Response 



int  iotcon_response_create (iotcon_request_h request, iotcon_response_h *response) 
int  iotcon_response_destroy (iotcon_response_h resp) 
 
int  iotcon_response_get_options (iotcon_response_h resp, iotcon_options_h *options) 
int  iotcon_response_get_representation (iotcon_response_h resp, iotcon_representation_h *repr) 
int  iotcon_response_get_result (iotcon_response_h resp, iotcon_response_result_e *result) 
 
int  iotcon_response_set_result (iotcon_response_h resp, iotcon_response_result_e result) 
int  iotcon_response_set_representation (iotcon_response_h resp, iotcon_representation_h repr) 
int  iotcon_response_set_options (iotcon_response_h resp, iotcon_options_h options) 
 
int  iotcon_response_send (iotcon_response_h resp)  

https://goo.gl/jc8SVV 

Response 

https://goo.gl/jc8SVV


static iotcon_representation_h _request_handler_get(door_resource_s 
*door, iotcon_request_h request) 
{ 
    iotcon_attributes_create(&attributes); 
    iotcon_attributes_add_bool(attributes, "opened", door->attributes); 
 
    iotcon_representation_create(&repr); 
    iotcon_representation_set_uri_path(repr, door->uri_path); 
    iotcon_representation_set_attributes(repr, attributes); 
 
    iotcon_attributes_destroy(attributes); 
 
    iotcon_response_create(request, &response); 
    iotcon_response_set_result(response, IOTCON_RESPONSE_OK); 
    iotcon_response_set_representation(response, repr); 
 
    iotcon_response_send(response); 
 
    iotcon_response_destroy(response); 
    iotcon_representation_destroy(resp_repr); 
} 

server 

static void _response_get_query(iotcon_remote_resource_h resource, 
iotcon_response_h response, void *user_data) 
{ 
    … 
    ret = iotcon_response_get_result(response, &response_result); 
    ret_if(IOTCON_ERROR_NONE != ret); 
 
    if (IOTCON_RESPONSE_OK != response_result) { 
        _E("_response_get_query response error(%d)", response_result); 
        return; 
    } 
 
    iotcon_remote_resource_get_host_address(resource, &resource_host); 
    _I("Resource host : %s", resource_host); 
 
    ret = iotcon_response_get_representation(response, &recv_repr); 
    ret_if(IOTCON_ERROR_NONE != ret); 
 
    ret = iotcon_representation_get_attributes(recv_repr, &recv_attributes); 
    ret_if(IOTCON_ERROR_NONE != ret); 
 
    ret = iotcon_attributes_get_bool(recv_attributes, "opened", &opened); 
    ret_if(IOTCON_ERROR_NONE != ret); 
    … 
} 

client 
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